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ABSTRACT 
Data mining has been successfully applied to support a variety of applications, including 
marketing, medical diagnosis, and homeland security. Mining data without violating the 
privacy of data being mined, however, is still a critical challenge. Emerging privacy 
legislation, such as the Health Insurance Portability and Accountability Act (HIPAA), as 
well as the heightened public concerns about privacy protection, require immediate and 
resolute attention from the computing community on the protection of private 
information in data mining.  This talk explains some of the author’s ongoing research 
projects in privacy-preserving data mining.  He will first provide a brief overview of the 
baseline architecture and design principles of privacy-preserving data mining systems. 
After that, he will discuss his recent results for the key components of privacy-preserving 
data mining systems, including data collection, inference control, data publishing, and 
information sharing. No prior knowledge of data mining is required for the talk. 
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