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ABSTRACT 
In this talk, the author presents his work on automatically detecting errors in software 
binaries. He observed that software errors usually cause two implementation of a 
specification to contain deviations, i.e., differences in the way they process their inputs. 
Based on this observation, his approach finds deviations to detect software errors related 
to input processing. Given two binaries implementing the same specification and an 
input, his approach builds a symbolic formula for each binary to characterize how it 
interprets the input. From the formulas, his approach generates new inputs that can 
demonstrate deviations/errors in the two binaries. By directly working on a binary 
program, his approach is precisely faithful to the binary and is not limited by the 
availability of source code; by generating inputs from symbolic formulas characterizing 
program execution, his approach significantly reduces the number of inputs needed to 
find deviations and software errors. The author’s approach is implemented by his 
BitBlaze binary analysis platform. In the talk, he will also discuss other related solutions 
he has developed using BitBlaze.  
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